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DISCLAIMER:

Thank you for your interest in this strategic content, built by professionals with 

their feet on the ground and their fingers on the pulse of the latest industry trends. 

The Mako Group is a mid-west based professional services firm focused 

exclusively on audit, risk, cybersecurity and strategy. Our reputable company is 

built on a strong set of personal values, and the services we provide are driven by 

quality. We’re here to serve you; to respond to your needs, armor you with 

knowledge and leave you with a clear conscience. 

At The Mako Group, we’ve built a firm grounded on the principles of risk reduction 

through the trusted foundations of audit and security. The overall risk profile of 

your company is as important to us as it is to you, and building peace of mind 

doesn’t come easy. As we build new content, develop new relationships or 

construct a successful program, we find the formula for success to be somewhat 

simple. It’s all about trust. Most things simply boil down to trust; something you 

can’t buy. Trust is earned. It’s earned through honesty, transparency, delivering on 

your promise, performance through achievement and ultimately through results. 

Expect the best and accept nothing less.

As a team, we at The Mako Group believe in the power of trust and exemplify this 

through our actions. With that, we’ve built a strategic content library of case 

studies, white papers and infographics just for you. These important perspective 

pieces are built solely to give you the insight and peace of mind you need to make 

qualified decisions. They’re built to help you sharpen your pencil and shape the 

instincts necessary to succeed.

We hope you find high value in what you read, and welcome any additional 

insight or feedback you would be willing to share.

The information provided in this White Paper is strictly the perspective 
and opinion of The Mako Group, LLC and is not intended to protect an 
organization against a cyber attack, but mearly provide prospective on 
creating an information security plan. All content is owned by The 
Mako Group, LLC and is not to be reprinted or copied without 
experessed permission.  
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“Jamie” carries a challenging, daunting 
position at her highly reputable organization. 
She’s in charge of “cybersecurity,” whatever 
that means. She drew the short straw, 
and now her board of directors–made 
up of investment bankers, former C-level 
executives and current leadership–has set 
an expectation that it will not be the next 
company on the front page of the Wall 
Street Journal for having a major security 
breach. “Are we secure?” they ask, expecting a 
confident response from Jamie. The answer 
to this looming question is never a straight-
forward “yes” or “no,” and Jamie knows this, 
but how does she communicate that to her 
board?

     
 
 
 
It’s complicated, complex, difficult to track, 
scary and expensive; it’s a taxing burden. Jamie 
also knows this multifaceted problem can’t 
be solved by simply buying another security 
device. It takes a programmatic, trackable, risk-

based approach. It takes time and perspective.
Like Jamie’s board of directors, stakeholders in 
most organizations want the peace of mind 
that comes with confidently knowing secure 
practices are in place. 

Unfortunately, most may not be aware of all 
that is involved in getting there.

Cybersecurity remains amongst the hottest 
points of contention when speaking to 
leadership, executives and corporate boards 
across the globe. The problem: What is 
needed for a company to be “secure” 
varies greatly from one to another, and no 
one seems to understand how to capture 
exactly what it is or how to manage it. 
Non-technical leadership is required to 
make business-sensitive, strategic decisions 
on cyber-centric matters, often with a lack 
of knowledge to make such conclusions. 
Through client trials, industry perspective 
and a benchmark for what “good” looks like, 
we’re hoping to help simplify the equation, 

Cybersecurity is NOT a Device

 “Are we secure?”

Every CIO, CISO or whoever is responsible for security gets the same 
question: Where do we stack up against everyone else? While most 
answers quickly get overly complicated, a common language can act as 
a mediator and source of a meaningful metric. Most readily available and 
reliably updated is a cybersecurity control frameworks from reputable 
sources; NIST, ISO, CIS20 and similar standards-conscious organiza-
tions. The framework can be used to assess how much and to what 
degree Cybersecurity concerns are addressed and, thereby, o�ering a 
method for measurement of cyber maturity. Once a framework is select-
ed, it helps all the di�erent entities within an organization

Dewand Neely
Chief Information O�cer

State of Indiana
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Common Cybersecurity 
Misconceptions
Through relationships with companies of 
varying complexities, we commonly find that 
leadership is uniformed and misguided. Most 
frequently, we find organizations that believe 
cybersecurity is a “box,” such as a modern 
firewall, or a series of boxes. Perimeter defense, 
universally associated with a firewall of some 
sort, is of critical importance. However, while 
these items are of relevance and importance in 
your overall cybersecurity program, they are a 
mere portion of what it takes to manage your 
overall cyber risk. Devices are critical, but they 
won’t prevent your name from ending up in 
the newspaper for the wrong reason. 

While device-based solutions to cybersecurity 
management remain the most common 
misconception, we find many organizations 
also have complementary programs providing 
a false sense of security. Companies that 
are accountable to the public and must be 
compliant with the Sarbanes-Oxley Act (SOX) 
feel a false sense of security in the cyber arena. 
SOX is designed to implement and test controls 
that are deemed necessary to prevent a financial 
misstatement. Many controls that are critical to 
a mature cybersecurity program exist outside 
the scope of SOX.

Hacker, hacked, hacking–these scary words 
are top of mind for leadership and decision 
makers. Truthfully, the likelihood of being 
“hacked” from outside an organization is low. 
Unfortunately, organizations of all shapes and 
sizes overlook what happens within the walls 

of their respective entity. Internal threats are 
real, and they’re far more common, easier to 
exploit and have a much higher value to cyber 
predators. Ask yourself, “How would someone 
get in our walls?” Coming through the firewall 
is far from the easiest path.

“…companies choose to operate 
under the assumption that a 
data breach won’t happen to 
them, they’re not a target or 
they don’t have anything of 
value. Misconceptions such 
as these have guided many 
companies down the wrong 
path.”

We also find many companies choose to operate 
under the assumption that a data breach won’t 
happen to them, they’re not a target or they 
don’t have anything of value. Misconceptions 
such as these have guided many companies 
down the wrong path. 

The above are simply a few of the many 
misconceptions that come with managing 
the overall cybersecurity of an organization. 
It’s likely not a matter of if; it’s when.

“Security is essential to innovation. While many view it as an obstacle, 
overhead or baggage to the development process, security is more like 
the brakes on a car. You don’t put brakes on a car to go slow; they allow 
the car to go much faster but allow the driver to remain in control.” 

Himanshu Shah
Chief Information O�cer

Intel Care-Innovations
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Attributes of a Mature Cybersecurity Program
Keeping up with advancements in cybersecurity is a daunting task. The scale at which one can 
build an effective cybersecurity program is seemingly endless. Whether your company has a 
$100,000 budget or a $10 million budget, those dollars must be spent wisely among full-time 
employees (FTEs), security devices and process refinements. Although we all read articles 
injecting fear into our peace of mind, sometimes the wisest investment is understanding what 
you’re investing in. What follows is intended to offer guidance as you build and/or mature your 
current cybersecurity program.

Program Pillars
Successful cybersecurity programs mature and grow over time, but all contain a combination 
of elements such as the following:

• Asset management

• Change and configuration management

• Compliance and governance 
framework alignment

• Data classification and data loss prevention

• Disaster recovery and busi-
ness continuity planning

• Employee training and awareness

• Identity and access management

• Incident response/management

• Perimeter/network security

• Physical security

• Policies and procedures

• Risk identification and assessment

• Supplier/third-party risk management

• Vulnerability management

Actual Needs Versus Cyber Risk Area “Nice to Haves”

Need: User access controls
Nice to Have: Continuous monitoring and auditing,
control mapping to trusted framework(s)

Need: Modern firewalls, routers, switches
Nice to Have: Security information and event
management (SIEM), log managementing,

Need: Anti-virus, anti-malware
Nice to Have: Software-defined perimeter (SDP)ing,
mature SDLC and change management

Nice to have Needs vs.
Cyber Risk Areas

Controls 

Perimeter Defense: 
Devices and Tools

Software

Cybersecurity is NOT a Device  © 2017 The Mako Group, LLC
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A Process to Manage Cybersecurity Risk
Successful cybersecurity programs mature and grow over time, but all contain a combination 
of elements such as the following:

Inform leadership on what cybersecurity means to your organization.

• Educate and provide industry and/or environmental context.

Use industry peers to understand what “good” looks like.

•     Achieve progress through choosing a path and driving initiatives forward.

Distinguish which data is sensitive.

Identify risks, both enterprise-wide and within sensitive domains.

Calculate cybersecurity risk, which is critical for ongoing management.

Develop and roll out program elements (for example, vuner-
ability management or incident response).

Formalize a two to three-year strategic cybersecurity plan.

•     Create a system for measurement and reporting.

• Provide updates on a predetermined frequency to show how the nee-
dle has moved, measure against milestones and obtain feedback.

“Invest in a better process, while responding with technology. The road 
to Cyber Maturity can be as varied as the risks faced, and no amount of 
technology or money will create security without a strong and mature 
process. A refined process has the power to make sta� more e�cient, 
leverage technology to maximize security and make processes easily 
repeatable and help to protect against an ever-threatening landscape.”

Patrick Norton
Director Information Technology

Tampa Bay Water
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What’s Good for me Might Not be Good for you
The following case studies are designed to illustrate multiple maturity levels of 
cyber risk management.
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   Health Care Profile:
Mid-sized health care entity, domestic
US locations only, 1,200 employees,
$950 million in annual revenues

    Health Care Profile:
Mid-sized health care entity, domestic
US locations only, 1,200 employees,
$950 million in annual revenues

    Bank Profile:
Top 100 US Bank, presence in over half
of US, 3,200 employees, over $15
billion in total assets

IT Compliance Requirements:
HIPAA, HITRUST, PCI

Audit Function:
Regional external audit firm, internal 
audit team of three, annual audit over 
IT/Security

Security Function:
HIPAA Security O�cer, CISO, two 
security engineers

Current Security Program Focus:
National Institute of Standards and
Technology (NIST) Cybersecurity
Framework (CSF) alignment, perimeter 
defense, process formalization, annual 
security maturity assessments

Change Agent:
Fear of HIPAA fines, breach prolif-
eration in media, board of direc-
tors 

Maturity Level:
7/10

IT Compliance Requirements:
FFIEC, PCI, SOX

Audit Function:
“Big 4” external audit firm, internal 
audit team of 18, recurring audits over 
IT/Security

Security Function:
CISO, Director of Vulnerability
Management, three security FTEs

Current Security Program Focus:
SDP implementation, advanced use of
Information Sharing and Analysis 
Centers (ISACs), regular SIEM refine-
ments

Change Agent:
Highly proactive and reputable 
CISO, comprehensive understand-
ing of security risk 

Maturity Level:
9/10



The following case studies are designed to illustrate multiple maturity levels of 
cyber risk management.

   Health Care Profile:
Mid-sized health care entity, domestic
US locations only, 1,200 employees,
$950 million in annual revenues

    Automotive Profile:
Tier 1 automotive supplier, global
presence in 45 countries, 25,000
employees, $9 billion in annual
revenues

   Manufacturing Profile:
Proprietarty manufacturer, presence in
multiple US locations, 1,400
employees, $750 million in annual
revenues

IT Compliance Requirements:
SOX

Audit Function:
“Big 4” external audit firm, internal 
audit team of six

Security Function:
CIO, three security FTEs
Current Security Program Focus: ISO
27001/27002 alignment, vendor risk
management program rollout, 
employee training and awareness

Current Security Program Focus:
N/A

Change Agent:
Board of directors concerns, 
customer
requests, compliances 

Maturity Level:
7/10

IT Compliance Requirements:
None

Audit Function:
Regional external audit function only, 
no internal audit sta�

Security Function:
IT Director, three employees partially
dedicated to security

Current Security Program Focus:
Perimeter defense, data classification,
partial data loss prevention program

Change Agent:
Recognition of intellectual proper-
ty risk, fear of international dupli-
cation/theft

Maturity Level:
4/10

What’s Good for me Might Not be Good for you
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Who we are 
The Mako Group is an audit, risk, security and advisory firm with o�ces in Chicago, Detroit, Fort Wayne and Indianapolis. We 

focus on you – on relationships, communication and impeccable deliverables. Everything we do is to achieve the highest level 

of security and audit standards, beyond the minimum requirements, for you. It’s our gold standard. The Mako Group saves you 

time, hassle and a lot of money. We do this by providing quality work, using a combination of industry standards and best 

practices, and employing well-seasoned, senior-level sta�. We do this because it makes you more secure. And because it just 

makes sense. Putting these standards in place is why we’ve never lost a client, and why we continue to grow using our 

client-first based service approach.

Contact Us: 877-247-MAKO (6256)

The Mako Group 

877-247-(MAKO)
contactus@makopro.com

Chicago, Illinois
2011 W. Montrose Ave. 
PO Box 135
Chicago, IL 60618
Email: chicago@makopro.com

Detroit, Michigan
19 Cli�ord St 
Detroit, MI 48226
Email: detroit@makopro.com

Fort Wayne, Indiana
222 Pearl Street
Fort Wayne, IN 46802 
Email: fortwayne@makopro.com

Indianapolis, Indiana
8555 River Road - Suite 320 
Indianapolis, IN 46240 
Email: indianapolis@makopro.com
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Washington, DC
641 S Street NW 
Washington, DC 20001
Email: washingtondc@makopro.com
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How we help
The Mako Group o�ers a wide variety of professional services and develops an individualized approach for each client we 

serve. Our services include, but are not definitely not limited to:

www.makopro.com

Security
Digital Footprint Analysis 
Network Configuration Analysis
Network Penetration Testing
Peripheral Testing
Physical Entry Testing
Security Program Development
Social Engineering
Web Application Testing
Wireless Testing

Risk Assessments 
AML/BSA
CSC 20
ISO 27001/2
FFIEC
GLBA
HIPAA
IRS 1075
NIST Cybersecurity Framework
NIST 800-53 and 800-171

Audit
Agreed Upon Procedures
Authorization to Operate (ATO)
Control Design and Testing
Control Mapping
Framework Alignment
Identity Access Management 
IT Audit
MARS-E
Model Audit Rule
Operational Audit
Sarbanes-Oxley (SOX)
SOC Reports
User Access Testing

Consulting and Advisory 
Audit Preparedness
Data Loss Prevention
BCP & DR
GDPR
Governance, Risk & Compliance
Incident Response Planning
Cyber Maturity Models
Policy & Procedure 
Risk Register Development
RSA Archer GRC
SAP GRC
Security Programs 
Sourced CISO
Supplier Risk Management
System and Security Plans

Ally Financial
Ashland Chemical 
Commonwealth of Kentucky
Cooper Standard Automotive
Dart Container (Solo Cup)
Do it Best Corporation

Franklin Electric
Guardian Industries
Indiana Pacers
Intel Care Innovations
Kite Realty Group
Mayer Brown Law

Parkview Health Systems
RLI Insurance
Sallie Mae
Schlage Lock
Tampa Bay Water
The State of Indiana

Who we help
The Mako Group believes in partnerships with those we serve. While engagements are completed successfully, the partnership 

never truly ends. The Mako Group continues to work with clients where possible, long after our engagements have ended. Our 

client profile includes:
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